“Tronsport Loyer =>

Tronsport Layer acks Ithe on ‘nbermediony betuween the opplSeotfon lover
ard the P loyer. For example, 9t reeds %o dorwand the doto. ™ packets
to the correct opplicokion. This process Ts Hnown av De—mult?‘alex?nq,

Jo do this, each opplfcation is Gbs‘?aned 0. port numbest
* USU" ’Do:‘:a.aro.m PFOJCOQDL LUDP> does QKQQH/ H‘\?S) hot\"\?nj More. .

However, we miqht hove o few probems Tf o losge Yle tremsfer [ being
dere. The dotn S d3ided Soto seammts od Sfév)e, ~ 1500 Bykea .
Pr*ob#i; Seﬂmeﬂts Moy be lost

#2) Duw to Chonge T~ path | e sesmenjts anrive out o(} order

+ Tronsmission Contro) Frotocol (TCP>
TCP solves the d«allow?na problems -
1. Reffoble trangfer oy retronsmitting Lest seqments
3. Re-order gejmcnts
3. Congestfon (Cortrel

4, Floww Control

TcP also allows bf-dfrecHonal ‘b'ornsdf_r o&. dotao..
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* L4 routers wse drop- til’ mecharfsm, thot %, i¢ the I’Du&du‘ fs &u.ll
then rewly recefved packets ang dropped. We soy that the routed T

Conﬂeb{:ed when ths occuns, TCP solves this by r‘educ?ns the Snput
rate | (}ruﬂ’nﬂ up the queue.

« Flow Cortrol s juusl: Conjtb{'flor\ control dor the dentiration. As bj-dfrectional

commurication T possible, DsT tels SRC to reduce the dote totn.

+ Header Struckuse

1. UDP heoder

YA AARANMNA

16 Fo)
SByber DST port

Lergth Checlsum

2. TcP Header
WA W\ANNA

3\

“%’Q@_L—,Lb SRC port DST port
\,ova L

SULU-M FF — The location of this Seamer\t % totol deto

Hd’\"ﬁ’ — What Sedrw:.nt ¥ were expec’c':n\\] net (e‘_:t:':;:\?nﬂ Hl>

Flog / NdverBeerment Whdow

ChechSum

Ao

|
l
U
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— Flags = SyN / FIN / RESET / PosH / URG / ACR
2! | \ (
Stosde oh ) End of Reset RCK % present
ConnecSon  Connection Conneckion % header

(Pr‘one o dﬁiad‘ig

Represented by efther o O or 4.

For exarple, o RESET d\oﬂ 75 rep. oo OOL0O00 |

+ The Protocol Feeld ot IP loyer teks u» whekher TCP/ LDP s umed.
G -TcP 7 -UDP

As Stated eaxlfer, TcP allows (}or b dfrectional communication between
the (‘_ommun?cekjccu’r\\e} ~odes. It Ao ollows (]Lor‘ ACK and SEQ to
be sent of the same {fme. We shol mow ook of kow connection

s establshed by the TCP protocol.

+ Three - Way- Handshake
s %5 how Connectfon bebweens @ Server (pas$ve open) and o

cltent (acthe open) o establiched. TThree pochets ane shosced,

which & why Ske called on the three-way -handshake.

ockive open) arsive  opeNn
e - SN, SER=% o o (peosive open)
clfent Ljs’cenurﬁ Server
‘ Stel
SN SENT 1
/ SYN + ACK
-y, Rm=j'_,+\
SER=Y SIN_ROND
ACR Sktoeke
Ack=y+|
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An ACK# of x means that evewl:l'\?nﬂ (}rom stoxt to () hon been
receved, ond Tt & expecting the x™ sequence. Gimilanly, we teke

Ehat SYN, FIN pockets convey 1 Byte olhough they donot have
ar'\y d.OJ:O., S?J\'\?d?amz

The values %,y Qe picked rondom\\/ (}or* 'l’r\d?coi'?nj the stost
g o Sequence. THis decreanes chonces of o packet jrom o

pre\l?oub da‘lro. ‘Eronsae_r O&L\"?\[cl)r\ﬂ \_o_-l;f_ and Etcemomﬂ . PO;&(‘{: oér

Cunrernt dota exdwcmﬁe.

State D'uiqaram
o -— — ackfve open /gy
- —— Server Closed N .
— Clfent - _J/_ Poj?VéPt“ \\L
g [snt R :_LTftfr‘Jl S“‘d/s"“> SYNSENT

! . ]/
1 SYNLRCYD sﬁNIP\C\‘L/ |
L— — — - & /

\ K
, SIN+P\LK/P:C

a7/ Comrection

& <tablfshe d

The Blue Uihes deplct oo cowse wohere the Server actfvely fritfobes the connectfon
bf Serwd?nkc] a SYN ofter ﬂd-t?nﬂ ?no\ormak?or\ to do <o ok h?ahe_r Layer.
Sh SYN

NN N
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x  Coprectdn lerminatlon

The server stores state ?ﬁ(\Or‘mat?on duh?nj the cornection s and clos?nj
the connecton 6@&5 up this I'\'\tmor‘y. e d?scw:s the LJoys fn

which H#¥s Ts acheved.

L chd. Close
s 5 dore when one o(} the Pedes hon no more doda. ledt to
Jcrons&cm but Te sERl receiving dodo., That T, one end stope

Send\ond but ot l“ece?\/?r\a.

AK = ! IYe!
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Q. Three lx\lcx\, Handshoke

Comtlare to how o cornection §o  estab)\fshed .

Fin
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SEQ =7
ACK=Y




